C W LB o AN S 5 R

REEY OZEEWEXFRUEY 2 WRE L E T, AEEYIIEFEESE TH 2 FRULHEEZDOF D D
LIHBE T A2HDTT, THHICH - Tk TEFEMEE) o MERULEE2MIEME ] 12>
Zr BBV ET,

Notice for the use of this material

The copyright of this material is retained by the Information Processing Society of Japan (IPSJ).
This material is published on this web site with the agreement of the author (s) and the IPSJ. Please
be complied with Copyright Law of Japan and the Code of Ethics of the IPSJ if any users wish to
reproduce, make derivative work, distribute or make available to the public any part or whole
thereof.

All Rights Reserved, Copyright (C) Information Processing Society of Japan.
Comments are welcome. Mail to address editj@ipsj.or.jp, please.



BIRLIBF LRI Vol.66 No.3 513-522 (Mar. 2025)

Onion 4 FOHTTPL ARV X % W/~
A — 2% = T ORI S

AH AL fRIL 252D JER IO R AR

Zf+H 2024F58200, H$H 2024F127310H

BE . EASY N -7 HMoEZEOFTELHENL DD E LT, Tor (The Onion Router) 7% %. Tor
@ Onion Service # WA Z & T, IP 7 FL A% EOEHICHEEIZO LN A IEHRZ FE L7255 Web A1
MASEHAWHETAH A. Onion Service 1%, #EiE7% Web 4 POEFIZHWSNE Z LB 5728, Onion
Service Z HWTHEHA SN TWS Web 4 N OWRFEIZOWTOIHIIEE L DR TIThbIL TV 575, A%
T = NI DOWT ORI G & AT - 72058134 22 v, RIFZETlE, Onion Domain % KBUEIZIE L,
ZMN5® Onion Domain 12V 7 A M LTHESLN HITP VAR A% 5K $ 52 & T, Onion %A1 b
ORFMAGAEELPIZT LT ExW A, BRELT, &R0 450 112H7254# 20 JiF® Onion
Domain # &L, ZN5HD HTTP VARV A, ¥ —T 2 A7 27T LIZHALDICERR 546555 2
EDG ol E5IC, AEOBERIEHAN—F v )UK A MEREEHWT, KE® Onion %1 P &K A ML
TWAHEREDREWZ EBHS N - 7.

% —"— K : Tor, Onion Service, Onion Domain, HTTP L AR > A~y ¥

Large-scale Analysis of the Dark Web
Using HTTP Responses from Onion Sites

Yuukt KIMURAL®  SorRAMICHI AKIYAMAZP)  ATsuo INOMATA®®) TETSUTARO UEHARAZ®

Received: May 20, 2024, Accepted: December 10, 2024

Abstract: Tor (The Onion Router) is an anonymous network technology that is widely used in the imple-
mentation of anonymous networks. Using Tor’s Onion Service, websites can be operated while keeping IP
addresses and other information that can lead to the identification of the operating source secret. Since the
Onion Service is sometimes used to operate illegal Web services, many studies have analyzed the contents
of Web sites operated using the Onion Service. However, few studies have conducted large-scale analysis of
metadata. In this study, we attempted to clarify the feature distribution of Onion Service by collecting Onion
Domain on a large scale and analyzing HT'TP responses. As a result, we collected approximately 200,000
Onion Domains, or about a quarter of the total, and found that their HTTP responses had a distinctly
different distribution from the surface web. Farthermore, it is suggested that a small number of operators
may be hosting a large number of Onion sites using the virtual host function.

Keywords: Tor, Onion Service, Onion Domain, HTTP Response Header
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ARSI TN L, ZOHTH Web A Mt SNS IZ%
WTHHSNTEBY, 1 ¥ —3Fy bomBEEiHo Tn
5 (1], —fiy7% Web ¥4 MIHREE DS %85 L&
HEINTWEY, —HO Web 4 M, FHEHEEZREL
TV I YT Y O, MEICAF LEANERZ &
OFELE LW ORE, EAIET 2T IV Ny Ty
OW¥E L E, BEREEHW OO EA SN TV IHE1H
%. Eih7%: Web A4 F OFEFEIZI1L Web A b DEFTTD
WREDPLEE B0, IPT FLARRMELIZY) FAL v 4
\EE H S OHHE MO 2\ W2 T, Web 4+ s
Mt HFET s L2 Wiz TE 5.

IP 7 RLARFE L 2A55 Web A b &3 2 F:
& LT, Tor [2] @ Onion Service [3] #°@% 4. Onion Service
HWSHE X, Web ¥4 bOM#EHEIE “onion” THb 5D
F x4 > (LUF, Onion Domain) # 5% L, %@ Onion
Domain % H\"CT Web 4 % 3#H 3 5. Onion Domain
IZ Onion Service DR %E b L IZEK SN D70, ¥ —
TIATZTDRAL Y ERRY, ERTERE MO0 %
V3. Onion Service TlE, IP 7 FL ZA % & 724 DIEH
DEEINTWED, HTTP LAR Y ANy FD X H I
BE SN TV RWIERb T 5. KA IZLHTONIZET,
Onion 4 h&H =72 A7 27D A b & DO THITP
VARV ANy & 5 2 LT, Onion ¥4 b OEHIIT
THEETE Y60 H 5 Z & %R L7 [4]. Onion Service
DOEHIRPLUZ Tor Metrics [5] TR E L TV:15%%, Onion
Domain O#EE 7% EOBEORTH Y, 4 D Onion 1
r DIEHRIEIA S22 T2\, £72, Onion %A F@ HTTP L
ARYAD A Y T = 512D T ORI 5347 % 47 - 721
7eb P,

Z 2T, AW TIE, Onion %A bORXYF—5I2#EH
L, KEMZFESHTEITH. Onion 14 PORED20
(21%, Onion Domain % %1% LEh3d 5. SEATHIE [6], [7]
TIEHBETIEARY) ¥ —THIE SN TWw 5 Hidden Service
Directry @551 % F\> T Onion Domain % £ L Tw
AP, ARWFFETlE, Tor @K Y ¥ —IZE X7 2 Onion
Domain % KFEIZIET 5.

AWFFE T, BEED Onion ¥4 b % A5 OEH#H%EH
LTWATREMEICERT 5. KBEZHESIICE T,
Onion Domain ®¥iZ & 5T, EEED Onion 1 bl
HERZEZHEST S L% 5 L, Onion ¥4 b OFFEH
EMzZ L VHSMITHAIEREIRT. T2, LAKRYX
ANV FIEHTH I ET, EHED Onion ¥4 MHIZILEO
HHZ5R L, B Onion %1 b2 &EE L T2 EHEDN
AT HUREERET .

Onion Domain DYUEDFER, AL I ZFF7E L 72 Onion
Domain O 25%12 & 72 5% 20 /79 Onion Domain %
PEELz., TIOKER, ¥—2 T IZBFEA8T7—%
DA, =T AT TEIFRRY), KERFEYHDH
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LI EDHB L, T2, A TFT—F 25, HED Onion
T A MIOWT, PEOEHEHNKED Onion Y1 b %
AL TWAMENEH D 2 EHREBENT.

2. MRE=R

2.1 Onion Service

Onion Service iZ, Tor D% v b7 =7 2FH$T 22 &
T, ¥="OIP 7 FL A& flE L 72 £ TCP D —
CAZRMET LI ENTE L, Tor DERETH L. =N
L7477 MITor Ay VI—=2 %4 $52LT, BE
WOIP 7 FLAZE LT EMHMET LI LNTES.
Onion Service DA% & OfEEHEHIL, Tor Metrics [5]
TREAIN TS,

Onion Service IZZDOMWE L, = O IP 7 FL 2 % Fi
ETX%. LHL, LARVACEINAERITEHRE D
BEMMICHE L Z2WERD, fE SN2V, £072% Onion
Service Tl&, VARY ANy FIIMELST, ELLEINT
WRWEEDERPEEINL G0 H 5.

2.2 LARZIANY S

HTTP L ARV RAIZBIF B~y 74— )V Ni&, HTTP
VARV ADRAY T—=8 %KY, £y T, K718
TOLHEMEELI T4 T4y 5L, LARY ADIREE
RUVARY AT L —NICHTLHERBL O F v v
VUTR) Y= EERELL AR ANy FIZGHES N
L. Ny FIE, A ypEEcEE any (o), fETH
BENDE., Ny THL, TETFENA T2 () PORERS
n, RCF/NLFERXFIL v,

AWFETIE, VARV RIZBITANY T 4 — ) Ka i
WX 2728, “LAKRYANY ¥ T 4 —) 8 LIEA
F72, VARVAANY T T4 =V RIZEINLEANY T ET
NRTULRARYANY F7 LY, BRZZ T4 T4\
T HEXNT HAUEPDLEGEE VAR ALY T4 T4
ANy 7 LR S5, AKBFZETIE, VARV ANy Y
OO &% GTEY LIRY, HBArE 7 &35, R
FECBIT A KO TEEE, K1 ITRT.

KifZETIE, LARYAANY D) BT, LARS A
Ny O, Server Ny FOME, MATL AR AR
T4 DHH HTML @ <title> ¥ Y OWNEZE AF F—5 &
EFTAH. R1LIL, AETHVWL AT 0—E%
NG

~»#% \ HTTP/1.1 200 OK<CR><LF>

2 Date: Wed, 31 Jan 2023 8:00:00 GMT<CR><LF>
3 Content-Type: text/html<CR><LF>@

4 : ngi 19. R >

5

6

<CR><LF> VARV ALY T AT A~ S
Hello,Wor1ld<CR><LF>

VARV ART 4

B 1 HTTP L AR AOFNIBIT 5 EiE0IHTHER
Fig. 1 FElements referred to in the example of an HTTP re-

sponse.
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®1 KMETHNE A T—s0—E
Table 1 List of Metadata Used in This Study.

Ay TF—5 Bl
T8 6
Date

Content-Type

VARV A . -
. VARV ANy O | Server
Ay Y .
Connection
Vary
Server ™\ ¥ D1l Apache
VARYA | B L7 HTML & )
.. ) . Welcome to nginx!
K74 <title>% 7 ONE

2.3 BEIN—ZXD/N—F vIJLKZX bk

BHINR—AD/)N—F ¥ VR A ML, 120 —/NTHE
DORAL VR BERTLPEMBLOEIETH D, AHTRN— A
DIN—F ¥ VKR A FERER VA 2 LT, H—EHTAH
1 2D —INTHEHEDO Web ¥ 1 b2 #EHT LI EATE,
2IGAT Y INB) VT AN LR A MR LT, B4 5
AVTF UV ERTIENTE S,

=72 AT 27 TlE, 22U EDOFKZ NPE—D IP
7 RV RAZHFEOWE, HHIN—AD/N—F ¥ )R X b HRE
*HWTHEED Web 4 bx AL T L HeMELND 5.
DT EMS, 2OUEDKA MBE—DEFICIZE 5T
BHEINTWE ERESHIHNTES. L2 L Onion 1 +
TlL, Onion Domain 7°5 IP 7 FL A &2 4EET H Z &8
TET, M=% —NTEHEINTVE2ENZHT 5
Z &L v,

3. BEMR

D [8] 1, Onion 4 FDY ¥ 712X o TEKEN
277 T%REEL, Py TR=TVOTFAMPLSTTY
GHEAToM. I T7EAYTYYDBEILICEBT S
ZET, NAN=) Y rBMRE T YT Y NI EED
B TRz,

FIHS 9], [10] 1, Onion A &7 ua—) L, LAK
AN T W TCEEY ST A P ErEHES S
FEEEME L2 HIES13 2019 4F 7 H1Z Onion ¥4 b
® URL %7 9 —)V L, 4 Onion Domain ® 94%\2& 72 5%
4,340 £ ® Onion Domain # BfFL72& LTWwa. Lo L
Tor Metrics [5] (2 & % &, 2019 4 7 HIZFE7E L 72 Onion
Domain (2% 72,000 fF TH 5 & ENTW5H. ZD72HH I
5345 L 72 Onion Domain (3 KD 6%123 &2\ RE
HH D 5.

Pastor-Galindo & [7] 1, 2021 4£ % T2 Onion ¥4 F D
FAAL VEZRITo7-W5Ex £ &7, LA L, Onion ¥
AN FAAL VINEBPRRKTS 8 THEEIEEFY) TH S
B, BRI TR Z LTV 5 Hidden Service Directry e
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§9% xR FHWZEFEZ AT i, F2wIT oo
ZBWTY, IHN—=Y 3 TH% V2Onion D KA A V%
PELTWEEREHEL LTHITHNS.

Shodan [11] {X, 1 ¥ % — % v I LOEIERORHERE PUE
L, MEWTEEIZT L —EAXATHSH. Shodan iE, 1 ¥ —
v b EOWREROEMEINEST 5720, 1 ¥ —%v Mk
DL L TAF v Y 217, LAKRYAANY ¥ T 4 —
VEBELSIWeb A ¥ A MVEFLERT A, LL,
Shodan I ¥H— 7 2 AT 2 7 DAEMNRE L TWSL 20,
Onion %4 FEXRE LTV,

4 [4], [12] 1%, 2023 41 A1 Onion ¥4 F & 27 10—
VL, 39,118 #4:® Onion Domain #HUf% L7z, & 5I2IE
L7z Onion Domain {2V 7 T A F 4T\, X ¥ 77— %t
BMTAHIETH =72 A7 27 DY A4 b& Onion 1 b &
MoOUFSHZ LI L7z, LA L Tor Metrics 12 & % &,
MEZHAMNICIEA) 760,000 14 Onion Domain 2SF7E L7z &
ENTWE. X o THA YU L 72 Onion Domain {34k
D 5B T ELR TSN H S, £ 2 TERMETIE, BT
%2 Onion Domain I8 %% 0% Onion Domain %
LT 5 FPFE BN, Z15 O Onion Domain THE S 1L
TWwb Web 14 b ERGE L72GHEB L OZ0RERIZD
WORT.

4. REFE

AWFZETlE, Onion Domain OYNEE &, UU4E L 72 Onion
Domain 7* 55515 HTTP L AR ¥ A OMEGIFRHAIZ 450
THEEZITH.

4.1 Onion Domain NIXE

REITIE, A4 DOLRIOWIS [4] & kO T % HWT
W,

Onion Domain % N3 %7212, Onion %4 b ® URL
D=V EFTS . 7 a—)VIIEIKE) A N 2R L,
AR A b2 SIRESIRER TH URLIZT 7 £ A %AT
Vv, HTTP VAR Y ART A QG T 5. Z0H 2T, L
ARV ART 4 LD “onion” & URL 2 INET 2. *
72, W& L7z URL %°5 “.onion” % &t Onion Domain %
PEEL, fldkd 4. WELZ URLIZDOWTT 7 A%AT
W, DEOBIERMEYEL 70— )V EIT). 7 Oa— )L E1T
IEFEEZR 2 1R,

RAETIEEHELDODIZ, 2 7T AME2RAT
500 A L v FIZIEFMLL, Fc OLEIOE?»H> ALy
BaAdmieTru—VEERT 5.

4.2 HTTP L XK ZADERAREE

AWfFETIE, U4 L 72 Onion Domain (22W T, Tor & #%
HL72HTTP/1.1[13] ) 7 A b &247\>, #5472 HTTP
L ARY ZOMEIFAE AT .
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MBCEY R b
a.oni

| aonion
| b.onion

n/men. |
a.onion/prof /| conion/

b.onion/bbs c.onion

b.onion/bbs/1 d.onion
/| b.onion/bbs/2

~/ @/ @/
@/ ®/ @/
/ >

/ \
b.onion/bbs/1 b.onion/bbs/1 d.onion

a.0nion b.onion/bbs/1/1 b bb:
a.onion/login b.onion/bbs/1/2 b.onion/help d.onion fchat
a.0nion/mypage b.onion/help b.onion/bbs e.onionlink

2 Onion %A M3 2 IRESEHRZE O KHENE

Fig. 2 Circuit order of breadth-first search for Onion sites.

VARV AN T4 —=)VRIZERTHE, LARVA
ANy T O, VARV ANy ¥ O EONEE & L
THITFSNS. 72, Server Ny FOMHIZIE, —/NDF
M BRI EENLGEDH L. FI2T, KT, L
ARYANY TOITHRe, VAR ANy ¥OFE, Server
ANy FOMEIZEHE L, Onion %1 b Oz HRET 5.

VAR ARTFT4IZEHFHT AL, Onion A b »
FUYOEMERAET LI LN TE L., KR TR,
HTML @ <title> ¥ 7 OWNZEIZEHL, Onion ¥4 bD
AT 5. <title> DAY 7V VIZHEITERR
ENZD, BEICE o TELAZDT A2, Ny vl
Lo T—HEMRLAY, FUELRD L Z LIZHEEET
HH—F, <title> ¥ FONEIE, Web X— TV DNE % £
FTEETH D20, ZAKD R CNFLEIZHEL TWb L
EZbND.

V7 I AMITRZ2TLH2ET, BHEIELZLL
ARV ARHLIENTEDLLGEND L. BAENIZIE,
HTTP/1.0[14] TV 7 Z A b %479 &, Host %% fHET
ERWwizd, N—=F ¥ LKA MERPENIC G >TVAS
PF—NTIETF 7+ NV DT F Uy ERSEERHDL.
2T, AWfgE<Tlx, HTTP/1.0 TY 7 T A F %47 - 724k
&, HTTP/1.1 TY) 7 LA b 2T o 7k ROENICHEH L
Onion ¥4 b O ZHRET 5.

5. REFER

5.1 Onion Domain DJY&E

4.1 HiOFFEIEDS T, PEEZITo 2R ER 2 IR
. 7272l £2 TWIHERL/Z URL, #f&L7 URL &
e, HTTP L AR Y ART 1 55 87 URL
L, sU—IPERIIT 7 A%4To72 URL 2157

F2ITRTEBY, 9 HETHK 20 JF14® Onion Domain
EWELL. B, ETEHBHNBITYATL2Y) Y =R
Ok B Y, R L7 URL §XTE#ELT 52 &3
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5 2 Onion Domain L& PR Z

Table 2 Summary of Onion Domain acquisition results.

A 2023/12/09-2023/12/17 (9 HH)

5H L7z URL 18,122,686 4
A L7z URL 1,332,347
%, L 72 Onion Domain 204,173 1

#= 3 FHEF 1B LDV AR 2~y &

Table 3 Response headers with a usage rate of 1% or more.

~y T (G~ FIR =
Date 197,508 | 99.99%
Content-Type* 197,275 | 99.87%
Server 193,579 | 98.00%
Connection 184,242 | 93.27%
Vary 182,715 | 92.50%
Etag* 9,078 | 4.60%
Set-Cookie 8,488 4.30%
Last-Modified* 6,192 3.13%
Content-Length* 5,422 2.74%
Cache-Control 5,104 2.58%
X-Frame-Options 3,405 1.72%
Expires* 3,206 1.62%
X-Content-Type-Options 3,076 1.56%
Pragma 2,872 1.45%
Accept-Ranges 2,458 1.24%
Referrer-Policy 2,246 1.14%

EHThWD, ERLZURL®9H 5, KFED Onion
Domain 737 £ 7 o 72 BB TN T L7z, Tor Project
O Bl ICX L, WEZIT-7220234F 12 49 H» S
2023 4£ 12 A 17 HTlZ, Onion Domain (£ 812,340
HHEFELIZE SNTWDE. ZO-DRMIZEOINEL, 4%
M2 BT %4 Onion Domain @ 25.13%% Onion Domain
PIELE VRS,

5.2 HTTP L X K> XDIEAREE
5.2.1 LAKRDINyZZEFAR

FEERORER, AR E L7z Onion 14 M DS
ELV ARV AHFNS, BAFF289FHDOL AR ANy ¥%x
FRLZ o609 B, FAAXHR Onion Domain 1281F
LRHZRN 1B LD L AR ANy ¥ % R 3 ITRT.
72720, Ny FHOERRBIZ T PMFLEENTWD D DI,
VARVALYTATANY T TH A,

F70, BRLLZLVARIZAY FDH L, 101 FFES 1
D@ Onion A FCLOERSIN o7, bbb, &
3B5%D VL ARY ANY FH 120 Onion 4 M TLAFER
ENhholzbnz b,

5.2.2 LARL ANy ZDTH

BZBLAKRY AN T T4 =V RIZEEFNBEL ARV R
ANy OB A%, B 3 1IRT.

K3LY), LARVAANY T T4 =VRIZEENDLL A
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200000
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________________________

Onion 41 b

B3 KLARVANYFT A= VFIZEINDLL AR ANY &
DITED 53
Fig. 3 Distribution of the number of response headers included

in each response header field.

4 5MUOLAKRY ANy ¥OMAEE

Table 4 Combination of 5 response headers.

LAREY ANy FOMEE 5
Date

Content-Type
Server 171,638
Connection
Vary
Date

Content-Type
Server 878
Set-Cookie
X-Powered-By
Date

Content-Type
Connection 546
Vary
Keep-Alive
Date

Content-Type
Server 128
Vary
X-Xss-Protection
Date
Content-Type
Server 114
Connection
Set-Cookie

Ry ANy O, 5P ®RETHY, HvTo 1,
Ak, T 3, 8UNE o FRLAKRYAAY
74 —=NVFIZEINELAEY ANY FOR/IMTHIE 1
, mARITEIE 331 CTH - 7.

VARV AN T4 =V RIZEENLLVARY ANy
T OITER 5 HETHEL AR AZOWT, §FENBHLA
RUYANY TOMEEDH L, B 585 — %K 4 1R
. 7L, LARYAANY FOIEFIZOVWTIZEE LT
WUy,

KA4IY, LARVAANY T T4 =V RIZETNLL A
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B noinx

W Apache
(Z=8)

M lighttpd

W Globaeaks

W simpleHTTP
openresty

W LieSpeed

Caddy

W Onionshare
You
Microsoft-IlS
FTGate

0 50000 100000 150000 200000

167 &
H#

4 =V T YT EDGA

Fig. 4 Distribution of server software names.

£5 H—NVT7 YT EMN 10

Table 5 Top 10 server software names.

=Y T I T TH R &
nginx 185,066 | 93.68%
Apache 5,409 2.74%
(Z2m) 3,970 | 2.01%
lighttpd 1,564 0.79%
GlobaLeaks 1,092 0.55%
SimpleHTTP 60 0.03%
openresty 47 0.02%
LiteSpeed 36 0.02%
Caddy 30 | 0.02%
OnionShare 26 0.01%

R ANY OIS 5 TH D L AR A 173,969 10
IB, F98.7%IIH7-5 171,638 D L AR ¥ A1E, Date,
Content-Type, Server, Connection, Vary O 52D L A
RYANY FOMEETHDL Z E2Vnsb. T, £ 3
IR L7V AR Y ANy S ORI Z A L 72 EBROM R
EFIEL 2\,

5.2.3 Server N\ ZDIEE

K3 THIUF2LBY, 5FHEDL AR Y ANy FHHHE
%4t Onion Domain @ 9 5 90% L. EOFIHZEE % /R L 7.

O 5EED ) HARETIINFIZ, Server Ny FIZDW
T, TOMOGAERAEL. =NV T FT 2 THIZO
WT, To5fiEE 4 1287

F72, ool —nNV T L THEMI0GEZFD
xR 5 1RT.

4 BIUERS LY, Y=V T M7 T HD “ngink”
THLLVARYANEEO 9HLULERLL L, T
“Apache”, “lighttpd” T& - 7-.

WIZ, Server "V FIZEHEENS OS KIZDOWVWT, £
A 5 RS, £, HEICOWT, R 6 IR

OS #4 & A LN LFFIHHHT TE 72D1d, HFFT 2,581
DOV AR ATHo 7. 5BLUEG LD, OSEH
“Win64” Th oL AR Y AD b % <, #HiV T “Ubuntu”,
“Debian” T& - 7.

5.2.4 LRARLZAKRT«
LARY ARFTAIZOVT, <title> ¥V OWEZ HliH
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W Wine4

B Ubuntu
Debian

W Centos

W win32

W Unix
Perl
Raspbian
CentOS Stream

FreeBSD
CatharsOS .71
K0S 1.0.7 R14

0 1000 2000 3000 | Windows NT 3.51

e centos

B 5 OS D5
Fig. 5 Distribution of OS.

& 6 OS A0
Table 6 Distribution of OS names.

OS % LR~
Win64 1,395
Ubuntu 840
Debian 276
CentOS 30
Win32 11
Unix 10
Perl 6
Raspbian 5
CentOS Stream 2
FreeBSD 2
CatharsOS .71 1
kOS 1.0.7 R14 1
Windows NT 3.51 1
centos 1

®T Shotzs 4 MV EN 10 L F oM
Table 7 Top 10 titles and their counts.

ZA NV (G
Best Onion C****d Porn Collection 6,322
Raped Bitch - Real Rape Material 6,066
Paypal Account 4,001
GC King _-_ GiftCard Shop 3,500
Buy Real Money — The Way 3,016
Real Rape 2,968

BlackMarket Cc - REAL SELLER CARDS — WEST- | 2,891
ERN UNION — PAYPAL
QF Market - Fast Transfers 2,890
All BTC .:. Everything you needed 2,872
CCPPShop - Paypal accounts and cloned cards for sale | 2,672

L, ZOEEHBERAE LR %Wy 4 L
FOUNEER TIIRT.

AEFT 196,459 @ Onion ¥ A F 225, 9,377 FlHD %
A MVEIE L. 2421 Onion 4 P TEHEL TW
2% A FVAT 3,180 #, 11D A®D Onion ¥ A b TR X
N7 A4 MV 619T L. Thbd, SRIOFE
FRIZBWTIE, 7EFEE® Onion 1 M, f® Onion
A NEBEBELZZA MVEHNTWAE VR D,
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#& 8 HTTP/10 Lo THOLNIZL ARV ART A DEpolzy
A MV EAL 10 & 2D
Table 8 Top 10 titles and their counts obtained by HT'TP /1.0.

ZA M GR~1
HTTP Status 400 — Bad Request 171,348
Error 3,975
Welcome to nginx! 1,139
403 Forbidden 958
LoliPorn 838
301 Moved Permanently 717
(Z2H) 498
Bitcoin Wallet - Free and Secure Bitcoin Wallet 262
You or your scanner suck [NO HTTP-HOST FIELD)] 251
Fresh Onions 233

RO V=727 2TITBITEHLARY ANy FOFIHE [11]

Table 9 Usage rate of response headers on the surface web [11].

LARY AN & % F
Date 162,892,279 | 94.94%
Content-Type 164,640,601 | 95.96%
Server 158,741,768 | 92.52%
Connection 152,906,873 | 89.12%
Vary 7,460,567 4.35%

5.3 HTTP/1.0 &3 I X b
HTTP/1.012& %) 7 2 A ML o THRONIZZV AR Y
ARFANZDOWT, <title> F 7 ONEZHEL, 20=E
BB RELIBR, Shols M bVEZOhKE
® 8 IR,
HTTP/1.1I2& 2 7 ZAMTHY A ML EINETE
196,459 {:¢ Onion ¥4 MZHTTP/1.0 T Z T A % L
TokER, AFMC 191,223 4@ Onion ¥4 225, 3,911 f#
oy 4 PVvENREL. 2L E® Onion %1 » TEHE
LT84 Mvas 903 14, 1 0% Onion ¥ 1 b TH
RENTF A FIVHT 3,008 HEEAEL 72

6. T
WERERE D LI, L ORI R

6.1 FREREROSM
6.1.1 LRRLINYH

# 3 IZ/”r3 LB, Date, Content-Type, Server,
Connection, Vary ® 5D L AR ¥ ANy #H 90% LA
LOFHEFEEZRLE:. TNEDLARY ANY FIZDOWT,
V=72 A7 27 ETOMARZER 9 1R, 2L,
=72 A7 =27 ETOFMERIL, LTI Shodan [11]
I2& % 80 FAR— b TORHARORERRE V5.

£9 L0, Vary ¥ ZORHLRIZOWT, =Tz AT =
7 ETOFHERD 4.35%TH 5 DIZx L, Tor L TOFH
B 9250%E, RELEVPHLZ ENWs»b. TIT,
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K10 F—7 AT TIIBIFEF— NV T T T OFHE [11]

Table 10 Usage rate of server software on the surface web [11].

F=NVT TR G HE

CloudFront 107,733,513 | 67.87%
nginx 12,572,560 | 7.92%
AkamaiGHost 8,853,399 5.58%
Apache 8,090,036 | 5.10%
awselb 3,628,516 2.29%

Microsoft-11S
Microsoft-HTTPAPI
micro_httpd

lighttpd

openresty

2,119,805 | 1.34%
764,395 | 0.48%
760,841 | 0.48%
638,615 | 0.40%
506,398 | 0.32%

Request: L

drug.onion ﬁ

Request:

| porn.onion - \ in '
Request: = /

card.onion

6 G 1
Fig. 6 Hypothesis 1.

Response:
3 drug.onion
J
< Response:

porn.onion
S Recnorear |
< Response:
1 card.onion

~|20) [2) [2m)

=T 2 A7 27U BITHF =NV T M7 27 OFEIC

DWTHA L 2R Z R 10 (RT.

10 &V, Tor TOFIFRE % 5 pi L LT, CloudFront
DTN THROBEZSHHEINTVL I ENHITLND.
CloudFront |¥ Amazon Web Services (AWS) @I > 7
VFYNY Ay T =2 (CDN) ThY), 77+ D
RIETIE Vary Nv ¥ &2 EE R\, 20720, F—7 xR
7 7 ¢ Tor TOH Vary N ¥ OFIFRICK X 2 EDND
HEEIL, HWbTWwat =17 by 27 O8G0
IGERLTWL EEZEZ LN,

CloudFront O¥E LY — 7 7 = 7 TITFIH S NIZ v
Z k% EE LT, CloudFront %W THMrxiT->Td,
Tor TORPLE R Y —7 2 A7 = 7 TlE nginx 23
Mes 272 LTWD LIV RV, 207280, Tor 2
BT nginx BXEW RS =72 HLTWAE I EEF, Y—
TrIAT 2T ERGDEHMTHL LV, ME2rOERM
HHLEZDLIENARTHS. LTI, 2HHEORHE
RY. FENETRORFERE 6 BLUOE 7 IR
R 1 2 OERITAREDOY —/NV 7 b = 7 %5

LTwa (K6).

REE 2 PHOERITCAREDOY—/NV 7 by =7 % Hw
TENZENDRKED Onion 1 P2 HFAMLTW5S
(7).

2ODGHDH B EL L DURENEHCPIZONT, K
HTLARYART 4 LN=F ¥ VKRR N OSHER % B
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Request: |

drug.onion AN

dmgomon pom onion cavd onion | ***
Request:
porn.onion ‘> @'

Request:
s 7

7 ARE 2
Fig. 7 Hypothesis 2.

F 11 HTTP/10 12k o T —MI LNV AR AKRT 4
Doty 4 bV IR 10 R 2O
Table 11 Top 10 titles obtained without errors by HTTP /1.0.

ZA Ny % | % (HTTP/1.1)

Welcome to nginx! 1,139 25
LoliPorn 838 1,000

(Z2F) 498 863
Bitcoin Wallet - Free and Secure| 262 262
Bitcoin Wallet
Fresh Onions 233 236
+27500 Brutal teen porn| 133 7
videos&#44; watch or download.
DARK LIST 127 40
Kakg Bl 3mecbs oKasaun 126 0
nco?
shop John The Ripper Private| 119 6
Hacking Tools For Sale — Hacker
tolls Online in Dark web - Password
Hacking Service Online
CARDING CASHOUT SHOP 115 5
TR Tikam 5.

6.1.2 LAKRZRAKRT 4 EN=F v ILEZX b

HTTP/10I2Xk 2V 7 ZAPTHOLNTZL AR AD
Vb, LT—AvE—UEREELRVY A VRSN
bOIZOWT, ¥4 MVEFEER 11 IRT. 727EL,
HTTP/1.12 &%) 7 T A M THRONAED BELT 5
#£11 &9, HTTP/1.112& %) 7 LA L& HTTP/1.0
&) 72 AT, RESEREWRLLS 1 MV
PHAET B 2 D505, FIZ
Private Hacking Tools For Sale — Hacker tolls Online in

“shop John The Ripper

Dark web - Password Hacking Service Online” @ & 9 |2,
HTTP/1.0 12X %) 7 T A MRDITZ) BL RSN
Z A4 PVIZOWTIE, N=F ¥V EX MERIZBIT ST
T ANV IRETHLTRREDNDH L L VR DL, 722 D4R
FRPS, PEOEHRILY, TNEN 120 —/NTKR
w® Onion 14 M2 KA ML TWBREUDSH D &\ 2,
Onion Domain O & RTEHTLOEIZZE L < A%\ 1]
RN HHEVZ D, TOZEDD, FIHTMRLZARGEIC
DWTIL, “IF 2 OIREEDSEWEWR 5.
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%= 12 MG 4 Onion 1 b

Table 12 Onion sites for verification.

&= 13 MEEHS R

Table 13 Verification results.

title

Onion #1 b 1
Onion %1 F 2
Onion %1 3
Onion %A1 4
Onion %1 F 5
Onion %1 I 6
Onion #1 7
Onion %1 F 8
Onion %1 F 9

VMB - Amazon and Itunes Gift Cards
VMB - Amazon and Itunes Gift Cards
VMB - Amazon and Itunes Gift Cards
VMB - Amazon and Itunes Gift Cards
VMB - Amazon and Itunes Gift Cards
VMB - Amazon and Itunes Gift Cards
VMB - Amazon and Itunes Gift Cards
VMB - Amazon and Itunes Gift Cards
VMB - Amazon and Itunes Gift Cards

title

Onion %1 F 1 Cash Closet

Onion # A F 2 Omega Flippers - Serious Middlemen
Only!

Onion #1 k 3 HOME

Onion %1 k 4 404 Not Found

Onion %1 b 5 Old New Money

Onion %1 b+ 6 g6x...6yd.onion — Coming Soon

Onion # A 7 Verifo Financial Services - Amazon Gift
Cards & Western Money Order

Onion %1 k 8 Million Multiplier — The Right BTC
Multiplier

Onion %1 9 Deep Web Escrow

Onion %4 F 10 | VMB - Amazon and Itunes Gift Cards

6.2 XAl
6.2.1 RFEFE

6.1 Hi TR L7z “B3i 27 I22WT, N—F % )bk A M
REDREMEEZ OV THEEZAT) . LA L, 2.3 HiCili7zk
B9, Tor £® Onion ¥4 ML TlL, %D DNS 7
IVEHVWTRIRAAL VEDPSLIP T FLAEZRIETAZ &
BTERV., 207, IP T FLALAFHN—AD/N—
F v VAR A MREEORMEE AW THFEL 1T Z LI
Thb ZIT, HEOKRA MNDPE—OF—NTHHA SN
TWLhxRET L7208, HTTP/1.1 ) 7 T A MIBIT S
Host Nv ¥ aHEX#z CTY 7 T A MaAT9H. BAKIIZIE,
HBHFAAL Y AL RAAL Y BPEATNR—ADI/)N—F v )b
FAMEREHCCTR LY —N"TERSNTAZ EIE, F
ALY AKLT, FAAL Y B% Host Ny FIZHREL T
VIIANLEZBRZ, ALY BOaAryTr % L AKRY
ARTAELT/AZETHREST 22 EHTE D, L)
FEzHW5.

EHT D RAL v OMERE, M—DLARYANY
4#"Cd& 5 Onion Domain & 35, 7272L, 9T Onion
Domain IZ2OWCTHAZITH 2 L3 L. &2 TR
TlE, BEORLZNEERS Onion 4 F2S, Bk b
Onion Domain # HWCH—DOH —NNTHEH SN T 5 L
EZONDLRERERT. E2KW5EIE, @50 Onion ¥4
FOBERITAR L THEZ L2 RTIENHBTIE RV,
ZDOWEMBOBR A SR —Y —NTHEBA SN TS
& 2 5 BARAY 7 Onion Domain 137K & 72\,

6.2.2 IRALFER

HTTP/1.012& %) 7 = A FEEIZ “Omega Flippers - Se-
rious Middlemen Only!” &9 ¥ 4 VO IV T UV %
JE L7210 £ Onion ¥4 MZ#EHT . % H$ % Onion
P4 MZOWT, HTTP/1.1 TY 7 A M LD L AR
YARTAICEFTN S HIML O <title> ¥ V7 OWNH %
® 12 IIRT.
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#1218 TEBY, HTTP/1.1 TY 27 A b L72KE®D
VAR ZARTAIZEENS HTML @ <title> ¥ 7 DW
L, 0 bENENESR L. 22T, 621 HTRL
7z F:% VT, Onion 4 F 1~9 2% LT, Onion ¥
A 10D XA % Host Ny FICHRELTY 7 TA M %
TolefiRkER 13 1R,

F13IIR”TEBY, Onion 4 F 1~9 1245 LT, Onion
4 § 10 @ Onion Domain % Host v # |2 L TV
IR EfTo 7R, T ® Onion ¥ A k%% Onion
AP0 EA—DIy Ty ERBRLIZ 621 HTRLT
EBY, Onion 4 F 10 & Onion 1 F 1~9 H[F—D
= NTHEHASINTVARWIRDY, Zok) ZERIEELN
vy, L7225 T, Onion %4 M 1~9 X% <21 Onion
FA 10 EFA—DF—NTIHEHASNTWELE VD, F
72, Onion %4 b 1~10 % Host v #IZfgE LT 7/ =
A N BT 7R, T_XTCO Onion ¥4 FVERIZ) 7L
A ML72Onion 4 O3 » 7 72057, Host
~ v FIZH%E L 72 Onion Domain %A v Iy 57V %
B L7z, 72, Onion ¥ A F 1~10 LI Onion Domain
% Host NV FIZIBELCY /T AN KDL E, TT—%
Bz, TNHORENS, Onion 44 M 1~101 X7 8%
YTIERLS, =0 —N"THEHASINATnL VR 5.

COMFEERE RS, F— D% —/NTKED Onion ¥ A
FEBEHLTWAEE8H D, “RH 27 BZL ) 52
EDURIEE NI, T2, K11 TRTZA MVEFEOMO
Onion 44 P CTHLRI—DHFFAVRENDLZ D5, LD
Onion ¥4 MIDWT, PEOEHEHKED Onion A
N EH L TR EHEEH D LV D,

7. E=X

5 BCRLIAEMEB LD 6 BTRL GRS
5, =722 A7k Tor TlE, X ¥ T7—FIZOWVWTE
LK RN ZEngroe 7, T BLU6.2 i
TRL72EIHIE, PEOERITCHIN—F v )VE A MEEx
HAWTKED Onion 14 b2 KA ML TWALGENHHZ
EDIRENT. — RIS, N—=F ¥ VERA MEEEEZHWTE
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KON A NERANTLHEHE LT, FELLTKRAT 1V
TH—CEAEITHO>TVWAIENEZLNSL., LirL, /N—
FXIVERAMEEICBITLT 74V NEREDOI YT VY
A, 6.1.2 THTR L7 L9 @ E R EeED % 5 Web 4 A
NCHLYGEN DL L2ERDLE, BFERTIRLE L
TRATF A VT =A% ToT0EERFEZIZL W, F
Dz, EHAITTIZEHZ D Web %4 b & L THEED Onion
FA M2 EH L TWATREERGVE VRS, 72& 21T,
=7y T A RAEREFYA & FE—EA T BEO
Onion ¥4 b & L CHEETNIE, T—VFORFEE > ER
TE, T—FOFCARNPIREL 25, FEEIZ, £12 T
RLU7HA MEEIZOWTIE, FT7 M —FEfH ~—F v
N LA ADEDPFT A FRWE M A N, I F T
THA MREPEENTEDY, 622HTRLZEBY,
NHEOH A MAE—OHEHATTIZ L > THE N TS &
W2 A0, 2-FORGIRAG,rOET ETE T TER
T&5. ¥/, BEEoEEa YT VBTSN EHEO
Onion ¥4 b & LTEATIUE, 77 AEEHWPT L
NTEBLMEENH L. 512, 1 20— I LT
#%4® Onion Domain # &) 4T% Z & T, 120 Onion
Domain 2 %ICR N T XL L2 ilFb Lz 5.

KWFFEIZ LY, F—0@EAETH 2 HEMASH % Onion
A MNERFET A ENTEL LR Y, SHROAEIC
BWT, =27 279 A M ORFBE O, FLLEDY
A MEER L TWAEREORE L 21Ul & $ 7% 9 Onion
A boO—FHHLE SIERTE w2 A T2, Ih
FCTHREDT =27 72T A Mo LTELNRTE
2RI DOWT, FHREPLETH 2 W REEARIE S 1,
S, SO OHRDIELEZMGEES 5720072747
TO—FPUEEE otz Tob 2iE, DHoERE KRR
@ Onion 14 FZEHL TWAE7OIZ, RO —7 7
TOAYT Y OFATE ECEATAEIE, EHEROR
DICE o THED—HMPEATHWBREED H B &V 2
L. ZHUIDOWT, KT -9 BLUOFELTHWSL 2
T, ZLOEREDNFE—DOIE =1 FEEELTWS
A MEBALT, WRATHSESHTEL. 612, ¥—
77 2 TIBWTHREY - EATHWAGER E, JHTY
A MIFHFET L ETE=ZBAMEHRL TWD L) ITER
ENTVDIHAIZBNTY, BT —ECADE=FWOMK
AT RTH D & LRBEINT.

—5 T, EHITHE L D Onion A4 2 FKA T 5EF
N=2a R8T LIPS LTIERW. Z0720, EHT
WN—=F ¥ VR A MERREHWT, H—F438nsar
7@ Onion 1 bE2EHTLEEFX—T 3 |IDNWT
DREVLETH 5.

8. F¢&®

KWFFETIE, 70— 712X 5T Onion Domain % #J 20
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TR L, Z® Onion Domain (23 LT HTTP/1.1 I2
L2V 72X 2REL, ZOLVAKI ANy FELA
RYART 4 2EL. F72, HTTP/1.012 k2 7 =
AMIEoTHLENIZZV AR ART A IZOWT LI
L, HTTP/11 2k 2 ) 7 Z A M Lo THLNZL AR
YART 4 LW LT, ZOFR, Tor iIZBIF 59—y
T M2 T7 ORHRRS Y — T 2 AT 2T ERLR BT L
Golz. EHIZ, Tor Y —T7 2 AT =T TERASY T—
¥ DY E 2 MDD 2 HEHR SN, Tor Tld/N—
F Y NVARA MERBIZE > T, 2OV —\25K=D Onion
A PEFAFN L TVRBUEEENH L EPRBEINT.
S 512, FEBIIN—F ¥ VR A MEREE FVOREEZ 1T\,
[fl—DH —/NCTHEH ST 285 Onion 4 AL
5L EEIRLT.

HEL LT, SHoFENSR L L7z Onion Domain D%
234 Onion Domain ® 457D 1 BETH LI EnHIT oL
5. S O (8] Rk 4 O LHI OIS [15] Tlx, /A
/8=1) ¥ 7 EOBEATV Onion ¥4 MIEHBO 2 > F
VYTHEGENEL, FA—0EHTLTHALLEND S L
LTBY, 70—FI2L % Onion Domain DINLEIL, £ %
T =Y OGAIAR Y DD L REEN DD, D0, A
T —=F 2w 23\ & 2 A Onion Domain O % & H ¥
A, 100% 230 # Onion Domain DY % HIE 9
VERHDHENZD.
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